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With many organizations struggling to meet the availability and rapid recovery goals demanded by their business, NetApp and 

Commvault have partnered to create an appliance-like verified architecture specifically for this purpose. Running on NetApp HCI 

and powered by Commvault software, the primary recovery media is fast all-flash storage, with a cloud tier based on StorageGRID® 

for long term retention. This clever design meets the most demanding recovery needs and keeps costs under control, while 

exceeding modern ease-of-use requirements for scalability, and day-to-day management.

Modern business = modern risks

Today’s businesses are data driven, and when that data is no longer available, business stops. Cloud technologies have enabled 

system and data availability to be significantly improved but where critical systems are concerned, the cost and impact of an 

outage or data loss have risen inversely and disproportionately to the chances of either occurring. 

Because of this, the outage calculations we have relied on for years have to be thrown out of the window – we must engage with 

business leaders and stakeholder to get a realistic picture of the actual financial and reputational impact unplanned downtime will 

have. Whether due to human error, ransomware, cyber-attack, corruption or other unforeseen event, the ability to recover quickly, 

and reliably, can mean everything to your business if core systems go down for any significant time.

The need for rapid recovery is not the only thing driving change in this area. A 2020 ESG survey revealed that 64% of respondents 

said IT was more complex than two years ago, and cited ‘improving data backup and recovery’ as the #1 priority for their 

datacenter modernization plans.1 The world has decided that modern backup and disaster recovery (DR) should be as easy to 

build, manage and scale as the very best hyperconverged private cloud.

Blazingly fast, cost-effective and high capacity. Choose all three. 

Under normal circumstances, you’d be forced to compromise and pick the two features that meet your most pressing demands. 

However, by combining NetApp HCI, All-Flash-FAS and StorageGRID with Commvault software, the normal compromises you’d 

expect to make for your recovery systems simply evaporate. 

Commvault software provides simplified management of RPO/RTO to meet rapid-recovery and DR goals.

Policy based data tiering allows direct recovery from any stage, including disaster recovery in the cloud.
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This partnership combining NetApp’s Scale-out Data Protection using Commvault’s vast support for array and cloud snapshots 

and a full set of application and VM APIs provides a near-instant first line of recovery. Depending on business needs, the 

snapshots can then be moved to the all-flash tier of the backup storage. Should a system need restoring, the all-flash primary 

recovery tier means the VM can be quickly fired-up using Commvault’s LiveMount and LiveRecovery inside the deduplicated 

backup store while the recovery is taking place, helping you to meet your SLAs with time to spare.

NetApp® scale-out data 
protection for the rapid 
recovery of critical systems

1  ESG 2020 Technology Spending Intentions, Enterprise Strategy Group, Feb 2020
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Scale out is the new scale-up. Learn >

Cloud tier and ONTAP integration

Commvault automatically manages data movement between tiers, migrating the deduplicated backup data, retained for 

recovery or governance purposes, onto the StorageGRID cloud tier. StorageGRID is an efficient and scalable object-storage 

platform, resilient up to 6-9’s and can be spread over multiple locations, providing a more convenient, simple and cost-effective 

combination for long term retention when compared to tape or public cloud. Behind the scenes, Commvault indexes the data to 

ensure quick recovery of files, volumes, VMs and applications, seamlessly from any point – local snapshots to the cloud tier – to 

any desired location.

NetApp Scale-out Data Protection works with any 3rd party private cloud, but if you have a data fabric built around NetApp 

infrastructure, you get the benefits of end-to-end ONTAP® integration too. This includes (but is not limited to) central management 

of NetApp Snapshot™ and SnapMirror®, plus snapshot management for VMs and applications on NetApp HCI.

Further information

Architecture
NetApp Scale-out Data Protection (SDP) is a NetApp Validated Architecture. This is your guarantee that deployment 

is quick and effective, protecting your critical cloud applications in the shortest time possible. It is available as a 

complete package in a number of capacities that can be expanded as required

Software
NetApp SDP includes Commvault Complete Backup & Recovery providing snapshot management, backup and DR 

functionality. Commvault software runs on NetApp HCI

Compute & primary 
recovery tier

NetApp SDP leverages NetApp HCI compute nodes using virtualised media servers, abstracted from the hardware 

using VMware®. The backup storage component is NetApp All Flash FAS (AFF) using a single namespace for simple 

scalability – simply plug in to grow

StorageGRID 
cloud tier

StorageGRID is an S3 object store cloud tier that provides multisite redundant storage across on-premises and the 

public cloud

Scalability

NetApp HCI, AFF and StorageGRID provide 3-way scalability. Unlike traditional data protection systems where 

compute and storage scale-out in a linear way, NetApp SDP allows the compute and storage elements to scale 

independently, and needless over-provisioning is avoided. StorageGRID can also be scaled independently from the 

NetApp HCI components based on need. Both StorageGRID and Commvault software can leverage public cloud 

storage as required

Ease of use
The Commvault software used in NetApp SDP is centrally managed via its Command Center interface, providing role-

based policy management and reporting. Commvault software also includes auto discovery and AI to automatically 

self-configure, enabling you to hit your SLAs for even the most complex of hybrid cloud environments

Disaster recovery
NetApp SDP uses Commvault software to provide a full Disaster Recovery suite, with RPO/RTO down to just minutes, 

including DR to the cloud. Commvault can replicate data off-site from any recovery tier, which can be combined with 

NetApp’s own availability tools such as SnapMirror and Cloud Volumes ONTAP.

Ransomware 
protection

Commvault software uses a number of methods to detect and protect from malware and ransomware such as honey 

pots, AI based anomaly detection, air gapped backups, and other techniques to provide multi-layered defence. In 

addition to this, NetApp Snapshots tools such as SnapLock® and StorageGRID themselves provide an immutable 

storage layer

Cloud integration

The Commvault software included in NetApp SDP simplifies VM conversions for cloud DR, migration and dev/test, and 

can manage cloud snapshots and replicate data between different VM types. It also supports multiple cloud storage 

tiers, including cloud tape. Commvault software can also manage and protect NetApp Cloud Volumes ONTAP, 

and Azure NetApp Files

Availability
NetApp Scale-out Data Protection is only available from NetApp and NetApp channel partners. Please contact your 

NetApp account manager or reseller for more details
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